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NICE Mission
To energize, promote, 
and coordinate a 
robust community 
working together to 
advance an integrated 
ecosystem of 
cybersecurity 
education, training, 
and workforce 
development.

History
1998: The Comprehensive National Cybersecurity Initiative (CNCI) created. Initiative 

8 aims at better preparing the Federal cybersecurity workforce.

2009: Initiative 8 scope expands to include private sector workforce.

2010: Initiative #8, “Expand cyber education,” becomes public.

2014: Cybersecurity Enhancement Act of 2014 Title IV establishes the “National 

cybersecurity awareness and education program” (NICE).

QUICK FACTS
• Led by the National Institute of Standards and Technology 

(NIST) in the U.S. Department of Commerce

• A partnership between government, academia, and the private 

sector
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www.nist.gov/itl/applied-cybersecurity/nice/about/strategic-plan

NICE Strategic Plan and 

Implementation Plan
(2021-2025)

1.

2.

3.

4.

5.

Promote the Discovery of 
Cybersecurity Careers and 
Multiple Pathways

Modernize the Talent 
Management Process to Address 
Cybersecurity Skills Gaps

Expand Use of the Workforce 
Framework for Cybersecurity 
(NICE Framework)

Drive Research on Effective 
Practices for Cybersecurity 
Workforce Development

Transform Learning to Build and 
Sustain a Diverse and Skilled 
Workforce

To energize, promote, and 
coordinate a 

robust community working 
together to advance 

an integrated ecosystem of 
cybersecurity education, 
training, and workforce 

development

https://www.nist.gov/itl/applied-cybersecurity/nice/about/strategic-plan


• Identify and share effective practices for promoting cybersecurity career awareness 
and discovery 

• Increase understanding of multiple learning pathways and credentials that lead to 
careers identified in the NICE Framework

• Develop and utilize proven tools and resources to identify individuals most likely to 
succeed in a cybersecurity career

• Provide information and tools about cybersecurity-related career options to those 
who influence career choices 

• Galvanize employers to promote discovery and exploration of cybersecurity career 
opportunities and work-based learning experiences

CAREER DISCOVERY
Promote the Discovery of Cybersecurity Careers and 
Multiple Pathways



• Foster proven learning methods and experiences shown to effectively build and sustain a diverse, 
inclusive, and skilled cybersecurity workforce

• Advocate for multidisciplinary approaches that integrate cybersecurity across varied curricula that 
support diverse learners from a variety of backgrounds and experiences

• Improve the quality and availability of credentials (e.g., diplomas, degrees, certificates, certifications, 
badges) that validate competencies

• Facilitate increased use of performance-based assessments to measure competencies and the 
capability to perform NICE Framework tasks

• Encourage the use of Learning and Employment Records to document and communicate skills 
between learners, employers, and education and training providers

• Champion the development and recognition of teachers, faculty, and instructors as part of the in-
demand workforce

LEARNING PROCESS
Transform Learning to Build and Sustain a Diverse and 
Skilled Workforce



• Enhance the capabilities to effectively recruit, hire, develop, and retain cybersecurity talent 

• Utilize new technologies aches to increase connections and fit between employers and job 
seekers

• Align qualification requirements according to proficiency levels to reflect the competencies 
and capabilities required to perform tasks in the NICE Framework

• Promote the establishment of more entry-level positions and opportunities that provide 
avenues for growth and advancement

• Encourage and enable ongoing development and training of employees to foster and keep 
current talent with diverse skills and experiences

• Nurture effective practices in reskilling the unemployed, underemployed, incumbent 
workforce, and transitioning veterans to prepare them for careers in cybersecurity

TALENT MANAGEMENT
Modernize the Talent Management Process to Address 
Cybersecurity Skills Gaps



• Document and disseminate methods, resources, and tools shown to 
successfully expand use of the NICE Framework

• Align the NICE Framework with other cybersecurity, privacy, and risk 
management publications

• Establish processes for regularly reviewing, improving, and updating the NICE 
Framework

• Explore development of new tools or integration into existing tools

• Identify and highlight components of the NICE Framework statements that 
could be potentially performed via automated techniques

• Expand international outreach to promote the NICE Framework

NICE FRAMEWORK
Expand Use of the Workforce Framework for 
Cybersecurity (NICE Framework)



• Research and disseminate results on factors that influence the impact of 
cybersecurity education, training, and workforce development

• Inspire bold investigation of critical societal and global issues impacting 
cybersecurity education and workforce, synthesizing data-driven evidence, 
and providing trustworthy advice

• Prioritize research on the most effective and proven practices for blending 
successful learning practices across education, training, and workforce 
development settings

• Utilize research results to inform programs and curriculum design, foster 
continuous learning opportunities, impact learner success, and ensure 
equitable access

RESEARCH
Drive Research on Effective Practices for Cybersecurity 
Workforce Development



The Cybersecurity Workforce Landscape



“Cybersecurity Hiring Momentum Ramps Up”

May 2021 – April 2022

714,548: Cybersecurity Job Openings

1,091,575: Cybersecurity Workers Employed

66%: Nationwide Supply/Demand Ratio

https://www.comptia.org/newsroom/press-releases/2022/06/07/cybersecurity-hiring-momentum-ramps-up-new-data-from-cyberseek-reveals



NICE Workforce 
Framework for 

Cybersecurity

✔ A common, consistent lexicon to clearly share 
information about cybersecurity work 

✔Direct information about what a workforce 
needs to know

✔ A workforce skilled in cybersecurity, not only a 
cybersecurity workforce

✔ Enables the establishment of regular processes

✔ For use in career awareness, education and 
training, hiring and career development, 
workforce planning and assessment



nist.gov/nice/framework

www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-

resource-center/nice-framework-supplemental-material

Framework Document Reference Spreadsheet

Workforce Framework for Cybersecurity (NICE Framework)



• Federal Cybersecurity Workforce Assessment Act (2015)
Requires agencies to:

– Identify and code positions using the NICE Framework

– Identify and annually report on cybersecurity work roles of critical 

need through 2022

• Executive Order on America’s Cybersecurity Workforce
(May 2019)
Extends adoption to federal contractors:

– Incorporate NICE Framework into workforce knowledge and skill 

requirements in contracts for IT and cybersecurity services

– Use the NICE Framework in evaluating personnel 

– Incorporate the NICE Framework into existing education, training, and 

workforce development efforts

14

Required Adoption 

in the Federal Workforce

https://www.opm.gov/policy-data-oversight/human-capital-management/cybersecurity/
https://trumpwhitehouse.archives.gov/presidential-actions/executive-order-americas-cybersecurity-workforce/


Flexibility
There is no one-size-fits-all solution to 
common challenges. The NICE 
Framework enables organizations to 
account for their unique operating 
context.

Modularity
In addition to cybersecurity, 
organizations manage other risks within 
the enterprise. The NICE Framework 
enables communication about these 
other workforces (e.g., privacy) within 
the  enterprise and across sectors.

Agility
People, processes, and technology 

mature and must adapt to change. The 
NICE Framework enables organizations 
to keep pace with a constantly evolving 

ecosystem. 

Interoperability
Solutions to common challenges may be 

unique, but they must agree upon 
consistent use of terms. The NICE 

Framework enables organizations to 
exchange workforce information using a 

common language. 

NICE Framework Attributes



• Public and Private 
Sectors

• Human Resources

• Hiring Managers

• Other SME’s

EMPLOYERS

• Students

• Job-Seekers

• Employees

LEARNERS

• Learning Pathways

• Credentials

EDUCATION, 
TRAINING, AND 
CREDENTIAL 
PROVIDERS

Government • Industry • Academia

Who is the NICE Framework For?

16
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● Track workforce capabilities 
● Create position descriptions
● Assess learner capabilities 
● Develop teams

Employers

Education & Training Providers

● Develop a learning program
● Align teaching with NICE Framework
● Assess whether learners have achieved 

capabilities

Learners (students, job-seekers, & employees)

● Learn about a defined area of expertise
● Find out about what an organization needs
● Self-assessment

HOW CAN I USE 
THE 

NICE FRAMEWORK?
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Do we have the 

right people on our 

cybersecurity team? 

Solution: Conduct a workforce assessment 

using the NICE Framework

• Determine needed Work Roles

• Assess current cybersecurity staff in needed 

Competency Areas

• Identify gaps and provide requisite training
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How can we be sure 

to hire the right 

candidate? 

Solution: Use the NICE Framework to…

• Identify Competency Areas & Work Roles the 

new hire will be responsible for 

• Use language from the NICE Framework in 

your job description 

• Assess candidates for needed knowledge and 

skills
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I’m looking to shift to a 

new cybersecurity role in my 

organization but want to 

make sure I’m prepared.

Solution: Upskill and reskill with the NICE 

Framework

• Use Work Roles and Competency Areas in 

career pathing

• Clearly communicate organizational needs

• Identify areas of strength and weakness – and 

then focus on areas that need work



Describes the Work

Describes the Learner

21

NICE Framework Building Blocks: 

Task, Knowledge, and Skill (TKS) Statements
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TEAMS

• Defined by Competencies or Work Roles

COMPETENCY AREAS

• Groupings of TKS statements
• Means of assessing or demonstrating capability

WORK ROLES

• Groupings of Task statements
• Work someone is responsible for

Using the NICE Framework: Building Block Applications



NICE Framework Work Roles

Work Role:
A grouping of work for which someone is 
responsible or accountable 

Work Roles:
• Are not synonymous with job titles or occupations
• May apply to many varying job titles
• Can be combined to create a particular job

Consist of: 
• Tasks that constitute the work to be done



Work Role Example:

Authorizing Official/Designating Representative

24

52

4

21
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• Evolving Recruiting Practices

– Shift from [only] degree-based to 

[also] competency-based hiring

– Broader applicant pool

– Qualified candidates for emerging 

technologies

• Assessment-based 
hiring and promotion

• Identify current gaps and 
anticipate future needs

• Align education and training 
to organizational goals

Why Competency Areas?



NICE Framework Competency Areas

What are they?
Measurable clusters of related Task, Knowledge, or Skill (TKS) 
statements in a particular domain that correlates with performance on 
the job and can be improved through education, training (including on-
the-job and via apprenticeships), or other learning experiences. 

2nd Draft NISTIR 8355

NICE Framework 

Competencies: 

Assessing Learners for 

Cybersecurity Work 

https://doi.org/10.6028/NIST.I

R.8355-draft2

Competency Areas are:
• Defined via an employer-driven approach 
• Learner-focused 
• Can apply to multiple Work Roles, although a Work Role 

can also stand independent of the Competency Area

Consist of: 
Title • Description • TKS statements



How Do Competencies Differ from Work Roles?

Competency Areas
● Learner focused

● Help address employer needs

● Assessment is typically based 

on the Competency Area as a 

whole

Work Roles
● Work focused

● Help define positions 

and responsibilities

● Assessment typically 

occurs at the task level



TKS Statements:

NICE Framework Building Blocks

Competency Areas
focus on

Work Roles
focus on

Competency Areas: Measurable clusters of related TKS 

statements in a particular domain. 

Work Roles: Groupings of tasks for which a person or team is 

responsible. 



NICE Competency Areas: Stakeholders

Identify
Assess

Define
Teach

Evidence

NICE EducatorsEmployers

Learners

Possess • Acquire • Develop • Demonstrate



Applying Competency Areas
Overlaid on Work Role(s)

• When additional capabilities are necessary for a particular 
Work Role at your organization, the Competency can be 
added to supplement that role

• A position responsible for more than one Work Role may need 
the Competency across those roles

• An organization may want a candidate to demonstrate 
competency in defined areas for particular Work Roles

Example: 

Cloud Security Competency Area + Security Architect Work Role



Applying Competency Areas
Common Ground for communication and coordination

• For effectiveness in a specific sector or domain

• For staff who don’t work in cybersecurity but need cybersecurity 
expertise to mitigate risks

• A starting place to shift into cybersecurity 

Example: 

Operational Technology Security Competency Area needed by:

• Facilities Manager

• Information Systems Security Developer  



Applying Competency Areas
Learning for students, job-seekers, or employees 

• A starting place for learning about cybersecurity work

• A way to shift to a different or related area of cybersecurity 

• A way to develop higher-level expertise in an area

Example: 

Digital Forensics Competency Area 



2
0

2
2

Continued review and 
improvements of TKS 
statements, an updated 
Competency Areas list, 
and the development of 
an online platform for 
browsing, searching, 
exporting, and public 
commenting.

2
0

2
1

Focusing on reviewing 
the data to align with 
the 2020 revision, 
addressing gaps, and 
developing process to 
ensure responsiveness 
and community input.

2
0

2
0

Name changed in 
recognition that 
cybersecurity is a 
concern across the 
workforce; other 
community-suggested 
adjustments streamline 
use and increase 
efficacy.

2
0

1
7
NICE Framework Evolution

What started as an 
effort to align the 
federal cybersecurity 
workforce is 
intentionally 
expanded as a 
national framework.

NIST 800-181: 
A National Framework

NICE Framework 
Data Review

NIST 800-181: 
First Revision

Continued Growth



NICE Statement Updates

• Ability Statements: Refactored as Skill (primarily), Knowledge, 
or Task statements 

• Knowledge and Skill statements: Updates to introduce 
consistency and clarity and to address redundancies

• Task statements: Consistency, clarity – initial review has just 
begun

TKS Authoring Guide for 
Workforce Frameworks

NICE Review

Public 
Comme

nt

Feedback 
Integration

Second 
Review

Release

https://www.nist.gov/document/tks-authoring-guide


Ongoing 2022 Priorities

• Updated NICE Framework Competency Areas

• Operational Technology (OT) content integration

• Cybersecurity Awareness Work Role

• Task Review and K&S Alignment

• NIST data platform

– Online access to NICE Framework data 

(browse/search/download)

– Public comment tool

– Ongoing maintenance

• Alignment with related frameworks

• Work Roles and Categories review

• Supporting resources: Quickstart guide, etc.

• Workshops: NICE Framework tools, high-performing teams, other ideas?



Sample Tools & Applications
www.nist.gov/nice/framework

• CyberSeek: An interactive cybersecurity jobs heat map and career pathway tool. Jobs across the U.S. by 
state and metropolitan and how they align to the NICE Framework.

• NICE Framework Keyword Search

• NICE Framework Mapping Tool: Answer questions about your federal cybersecurity-related position 
and the tool will show you how it aligns to the NICE Framework and what can be done to strengthen 
your cybersecurity team.

• NICCS Education and Training Catalog: Cybersecurity professionals across the nation can find over 6,000 
cybersecurity-related courses aligned with the NICE Framework.

• NICCS Cyber Career Pathways Tool: An interactive way to explore NICE Framework Work Roles. Includes 
common relationships between roles as well as frequently used titles in each role. (Federal)

• NICE Challenge Project: Real-world cybersecurity challenges within virtualized business environments to 
provide students with workforce experience before entering the workforce.

http://www.nist.gov/nice/framework
https://www.cyberseek.org/
https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework/search
https://niccs.cisa.gov/workforce-development/mapping-tool
https://niccs.cisa.gov/training/search
https://niccs.cisa.gov/workforce-development/cyber-career-pathways?selected-role=OM-ANA-001&quiet=1
https://nice-challenge.com/


Cyberseek.org - Interactive Heat Map and Career Pathway Tool





Cyber Seek Example: Cybersecurity Analyst Detail View



Cyber Seek Cybersecurity Career Pathway: Cybersecurity Analyst



NICCS Cyber Career Pathways Tool: Vulnerability Assessment Analyst

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES



NICCS Cyber Career Pathways Tool: Vulnerability Assessment Analyst

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES
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THANK YOU

Karen Wetzel, Manager, NICE Framework

karen.wetzel@nist.gov

NICE Program: www.nist.gov/nice

NICE Framework Resource Center: 

www.nist.gov/nice/framework

NICE Community: 

https://www.nist.gov/itl/applied-

cybersecurity/nice/community

Upcoming Events
www.nist.gov/itl/applied-
cybersecurity/nice/events 

July 26: Federal Cybersecurity 

Workforce Summit Webinar
Employee Development Through 
Rotational and Exchange 
Programs
Register Now

October 17-22: Cybersecurity Career 
Awareness Week

Website 

November 15: FISSEA Fall Forum

Federal Information Security 
Educators (FISSEA) community
Register Now

mailto:karen.wetzel@nist.gov
http://www.nist.gov/nice
http://www.nist.gov/nice/framework
https://www.nist.gov/itl/applied-cybersecurity/nice/community
https://www.nist.gov/itl/applied-cybersecurity/nice/events/federal-cybersecurity-workforce-summit
https://www.nist.gov/itl/applied-cybersecurity/nice/events/cybersecurity-career-awareness-week
https://www.nist.gov/news-events/events/2022/11/fissea-fall-forum-november-15-2022

